Amendment filed June 19, 2008 

Responding to Office Action mailed February 21 , 2008 

App. Serial No. 10/679,391 

Amendments to the Claims : 

Please amend the claims as follows. The following listing of claims will replace all 
prior versions of the claims in the application. 
Listing of Claims 

1. (Currently amended) An encryption method for dividing a first plaintext bit stream 
of length 2n into first and second sub-bit streams of length n, dividing a second plaintext bit 
stream of length 2n into third and fourth sub-bit streams of length n, and generating a 
ciphertext bit stream of length 2n from the first, second, third and fourth sub-bit streams using 
2-rounds of encryption, the method comprising the steps of: 

performing a-the first-round of encryption by encrypting the received the first and 
second sub-bit streams with predetermined first encryption codes an odd number of times, 
and outputting the second ciphertext bit stream encrypted again with a predetermined time 
delay right after the first ciphertext bit streams of length n are outputted; 

generating a first operated ciphertext bit stream by performing a logical exclusive-OR- 
operation on the first ciphertext bit stream and the third sub-bit stream at the same time of 
performing encryption of the second ciphertext bit stream; 

generating a second operated ciphertext bit stream by performing a logical exclusive- 
OR operation on the second ciphertext bit stream and the fourth sub-bit stream; and 

performing a-the second-round of encryption by encrypting the received first 
operated ciphertext bit stream and the second operated ciphertext bit stream, comprising the 
predetermined time delay, with predetermined second encryption codes an odd number of 
times, and concurrently outputting the third and fourth ciphertext bit streams of length n after 
encrypting the first operated ciphertext bit stream again with predetermined second 
encryption codes. 
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2. (Previously presented) The encryption apparatus of claim 1, wherein the 
predetermined first encryption codes comprises at least one of KOij, KOi >2 , KOi j3 , KI U , 
KI, )2 , and KI,, 3 . 

3. (Previously presented) The encryption apparatus of claim 1 , wherein the 
predetermined second encryption codes comprises at least one of K0 2j i, K0 2>2 , K0 2>3 , KI 2j i, 
KI 22 , and KI 2)3 . 

4. (Previously presented) The encryption method of claim 2, wherein the first- 
round encryption step comprises the steps of: 

generating a first signal by performing a logical exclusive-OR operation on the first 
sub-bit stream and the first encryption code KO u to provide a first exclusive-OR operated 
bitstream, encrypting the first exclusive-OR-operated bit stream with the first encryption code 
KIj i to provide a first encrypted signal, and performing a logical exclusive-OR operation on 
the first encrypted signal and the second sub-bit stream delayed by time required for the 
encryption; 

generating the first operated ciphertext bit stream by performing a logical exclusive- 
OR-operation on the second sub-bit stream and the first encryption code KO ))2 , to provide a 
second exclusive-OR operated bitstream[[,]] encrypting the second exclusive-OR-operated bit 
stream with the first encryption code KIi 2 to provide a second encrypted signal, and 
performing a logical exclusive-OR-operation on the second encrypted signal and the first 
signal; 

generating the second operated ciphertext bit stream by performing a logical 
exclusive-OR-operation on the first signal and the first encryption code KO i>3 to provide a 
third exclusive-OR operated bitstream, encrypting the third exclusive-OR-operated bit stream 
with the first encryption code KIi 3 , and performing a logical exclusive-OR-operation on the 
encrypted signal with the first sub-bit stream delayed by time required for the encryption. 
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5. (Previously presented) The encryption method of claim 3, wherein the second- 
round encryption step comprises the steps of: 

generating a second signal by performing a logical exclusive-OR-operation on the first 
operated ciphertext bit stream and the second encryption code K02,i to provide a fourth 
exclusive-OR operated bitstream, encrypting the fourth exclusive-OR-operated bit stream 
with the second encryption code KI 2 ,i to provide a third encrypted signal, performing a 
logical exclusive-OR-operation on the third encrypted signal and the second operated 
ciphertext bit stream to provide a fifth exclusive-OR operated bitstream; 

generating the third operated ciphertext bit stream by performing a logical exclusive- 
OR-operation on the second operated ciphertext bit stream and the second encryption code 
K0 2> 2, encrypting the fifth exclusive-OR-operated bit stream with the second encryption code 
KI 2 ,2 to provide a fourth encrypted signal, and performing a logical exclusive-OR-operation 
on the fifth encrypted signal and the second signal delayed by time required for the 
encryption; and 

generating the fourth ciphertext bit stream by performing a logical exclusive-OR- 
operation on the second signal and the second encryption code K02,3 encrypting the sixth 
exclusive-OR-operated bit stream with the second encryption code KI 2j 3, and performing a 
logical exclusive-OR-operation on the encrypted signal with the third operated ciphertext bit 
stream. 

6. (Original) The encryption method of claim 5, wherein each of the encryptions 
includes first and second sub-encryptions, and outputs from the first and second sub- 
encryptions are stored and simultaneously retrieved according to an external clock signal. 

7. (Original) The encryption method of claim 5, wherein a 16-bit input bit stream 
is divided into a 9-bit stream and a 7-bit stream, a 9-bit ciphertext bit stream is generated 
from the 9-bit stream using a first equation, and a 7-bit ciphertext bit stream is generated from 
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the 7-bit stream using a second equation in each of the sub-encryptions, wherein said first 
equation comprises 

yO * (^Jx2)@«3©Cx2)s5)e>(x5«6 )©(x0 x7|©fel sO )©CxZx7)©tx4a8)©(s5sB)©(K7x8 J©*!' J 
yl = xt ©(x0xl)©(x2x3)(S>txCx4 M*\ x4)©(x0x5)® x3x5)©x6®(xl x7)$CxZx7)@(x5x8 )($N'; 
H xt $(x0x3)©(x3x4)a(^5)S(xlx6)©Cx3x6)$(x5x6)©{x4x7)©(x5x7)g3(x6x7 )(t>x8®x0xB)©r : 
y3 = xO©(xlx2)©(xOx3)lS)(x2x4)@x5©M 

n - <xOxl }${xlx3)©x40(xOx5 )©(x3 x6)©(x0x7)atx6x7)©(slxS)©(x2xa)©(x3x8 ); 

y5 = x£©(xlx4)©(x4x5)©(xux6 ^ 

y6 = xO®(xZx3)(:D(xlx5)©(x2x5 )$x4x5)©£x3»)6(x4x6)©(M 

y? = <xQxD®x0x2)©(xM)(&3W^ 

y8 = (xDxl)®xZ©(xlx2)©(x3x4 )$>(xl x5)$(x2x5)$(xlxS)afe4x^©x7©r:x2x8)6(x3x8)i 



and said second equation comprises 

FMxO$ea®Cx«tod)^ 
yS>(id£)£xMx3)©(dki)$xl&@^ 



8. (Previously presented) An encryption apparatus for dividing a first plaintext bit 
stream of length 2n into first and second sub-bit streams of length n, dividing a second 
plaintext bit stream of length 2n into third and fourth sub-bit streams of length n, and 
generating a ciphertext bit stream of length 2n from the first, second, third and fourth sub-bit 
streams using 2-rounds of encryption, the apparatus comprising: 
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a first ciphering unit for receiving the first and second sub-bit streams, and generating 
first and second ciphertext bit streams of length n by encrypting the first and second sub-bit 
streams with predetermined first encryption codes KOi,i, KOi j2 , KOi j3 , KI U , KIi >2 , and KIi j3 
an odd number of times, and the second ciphertext bit stream encrypted again with a 
predetermined time delay after the first ciphertext bit streams of length n are outputted; 

an operating unit for generating a first operated ciphertext bit stream by performing a 
logical exclusive-OR-operation on the first ciphertext bit stream and the third sub-bit stream 
at the same time of performing the first-round of encryption, and generating a second 
operated ciphertext bit stream by performing a logical exclusive-OR-operation on the second 
ciphertext bit stream with the fourth sub-bit stream; and 

a second ciphering unit for receiving the first operated ciphertext bit stream and the 
second operated ciphertext bit stream comprising the predetermined time delay, generating 
third and fourth ciphertext bit streams of length n by encrypting the first operated ciphertext 
bit stream and the second operated ciphertext bit stream with predetermined second 
encryption codes K0 2 ,i, K0 2>2 , K0 23 , KI 2) i, KI 2)2 , and KI 2>3 an odd number of times, and 
concurrently outputting the third and fourth ciphertext bit streams after encrypting the first 
operated ciphertext bit stream again with predetermined second encryption codes. 

9. (Previously presented) The encryption apparatus of claim 8, wherein the first 
ciphering unit comprises: 

a first block comprising a first exclusive-OR operator for performing a logical 
exclusive-OR operation on the first sub-bit stream and the first encryption code KOii, a first 
sub-cipher for encrypting the exclusive-OR-operated bit stream with the first encryption code 
KIi,i, and a second exclusive-OR operator for generating a first signal by performing a logical 
exclusive-OR operation on the encrypted signal with the second sub-bit stream being delayed 
to provide time for the encryption; 

a second block comprising a third exclusive-OR operator for performing a logical 
exclusive-OR operation on the second sub-bit stream and the first encryption code KOi >2 , a 
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second sub-cipher for encrypting the exclusive-OR-operated bit stream with the first 
encryption code KIi j2 , and a fourth exclusive-OR operator for generating the first operated 
ciphertext bit stream by performing a logical exclusive-OR operation on the encrypted signal 
and the first signal; and 

a third block comprising a fifth exclusive-OR operator for performing a logical 
exclusive-OR operation on the first signal and the first encryption code KO13, a third sub- 
cipher for encrypting the exclusive-OR-operated bit stream with the first encryption code 
KI13, and a sixth exclusive-OR operator for generating the second operated ciphertext bit 
stream by performing a logical exclusive-OR-operation on the encrypted signal and the first 
sub-bit stream delayed by time required for the encryption. 

10. (Previously presented) The encryption apparatus of claim 8, wherein the 
second ciphering unit comprises: 

a fourth block comprising a seventh exclusive-OR operator for exclusive-OR- 
operating the first operated ciphertext bit stream with the second encryption code K02,i, a 
fourth sub-cipher for encrypting the exclusive-OR-operated bit stream with the second 
encryption code Kl2,i, and an eighth exclusive-OR operator for generating a second signal by 
performing a logical exclusive-OR-operation on the encrypted signal and the second operated 
ciphertext bit stream; 

a fifth block comprising a ninth exclusive-OR operator for exclusive-OR-operating 
the second operated ciphertext bit stream with the second encryption code K0 2j 2, a fifth sub- 
cipher for encrypting the exclusive-OR-operated bit stream with the second encryption code 
Kl2,2, and a tenth exclusive-OR operator for generating the third ciphertext bit stream by 
performing a logical exclusive-OR-operation on the encrypted signal and the second signal 
delayed by time required for the encryption; and 

a sixth block comprising an eleventh exclusive-OR operator for performing a logical 
exclusive-OR operation on the second signal with the second encryption code K02,3, a sixth 
sub-cipher for encrypting the exclusive-OR-operated bit stream with the second encryption 
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code KI 2 ,3, and a twelfth exclusive-OR operator for generating the fourth ciphertext bit stream 
by performing a logical exclusive-OR operation on the encrypted signal and the third 
ciphertext bit stream. 

1 1 . (Previously presented) The encryption apparatus of claim 10, wherein each of 
the first to sixth sub-ciphers includes first and second sub-ciphering units, and a register for 
storing the outputs of the first and second sub-ciphering units and simultaneously retrieving 
the outputs according to an external clock signal. 

12. (Original) The encryption apparatus of claim 11, wherein each of the first and 
second sub-ciphering units divides a 16-bit input bit stream into a 9-bit stream and a 7-bit 
stream, and generates a 9-bit ciphertext bit stream from the 9-bit stream using a third 
equation, and a 7-bit ciphertext bit stream from the 7-bit stream using a fourth equation, said 
third equation comprising 

y ] = xl ©txflx I)©(x2>6)©(x0k4)SXk1 xOfDCxO«5)$(x3x5)@s6©(xl x7)®txM)©(35*8 )® j I 

yZ = xl ©(x0x3]©(x3^)©(xDx5 )&^US^ )(&8©ixQx8)©'l ' * 

y3 = xD©(x1x2)©(x0j3)^ 

y5 = xZ@te!x4)fc(x4£)©(x0x6 X6)©(x3rf)©(xfe7)©(x6i7)®(x5x8)£<x5x8 )rS(x?x8)$T ; 
y6 = xO®(xZx3i©(xlx5)g)(x2x5 )$<iU5)$Ctirf)GM 

y7 = <x0 xl )6(xM)©(x^^ )©(x5x?)$&8©'l ' ; 

and said fourth equation comprising 
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y3--sl (gxMsc) ©sdxftaC 5ax4)8(gO!J5)l23C3tDsd «5)®C^s&5)®(kI sl3t5)6fe£K6:6(xbaxB 
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